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SECTION 23 09 54

COMMUNICATIONS DEVICES

PART 1 - GENERAL

1.1 SECTION INCLUDES

A. Network Integration Devices

1.2 RELATED DOCUMENTS:

A. Section 23 09 50 - Building Automation System (BAS) General

B. Section 23 09 51 - BAS Basic Materials, Interface Devices, and Sensors

C. Section 23 09 53 - BAS Field Panels

D. Section 23 09 55 - BAS Software

E. Section 23 09 58 - Sequences of Operation

1.3 DESCRIPTION OF WORK

A. Contractor shall provide all interface devices and software to provide an integrated system 
connecting BCs, AACs, ASCs and Gateways to the State network.

PART 2 - PRODUCTS

2.1 Network Connection

A. State WAN: Refer Section 23 09 50 Part 1.11.C.1 - Building Automation System (BAS) 
General for description of System Architecture.

B. The following BIBBs must be supported on the Local Supervisory LAN using Ethernet either 
directly or through a gateway:

1. BACnet Data Sharing Objects (DS-):
a. Read Property (RP-A) Initiate
b. Read Property (RP-B) Execute
c. Read Property Multiple (RPM-A) Initiate
d. Read Property Multiple (RPM-B) Execute
e. Write Property (WP-A) Initiate
f. Write Property (WP-B) Execute
g. Write Property Multiple (WPM-A) Initiate
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h. Write Property Multiple (WPM-B) Execute
i. COV Unsubscribed (COVU-A) Initiate
j. COV Unsubscribed (COVU-B) Execute

2. BACnet Alarm and Event Object (AE-)
a. Confirmed Event Notification (N-B) Initiate
b. Unconfirmed Event Notification (N-B) Initiate

C. Refer to Section 23 09 55 Part III for the BACnet Object naming convention.

2.2 BACnet GATEWAYS

A. Gateways shall be provided to link non-BACnet control products to the BACnet inter-network. 
All of the functionality described in this section is to be provided by using the BACnet 
capabilities. Each Gateway shall have the ability to expand the number of BACnet objects of 
each type supported by 20% to accommodate future system changes.

B. Each Gateway shall provide values for all points on the non-BACnet side of the Gateway to 
BACnet devices as if the values were originating from BACnet objects. The Gateway shall also 
provide a way for BACnet devices to modify (write) all points specified by the AOC using 
standard BACnet services. All points are required to be writable for each site.

C. The Gateway shall implement BACnet schedule objects and permit both read and write access 
to the schedules from the BC.

D. Each Gateway shall provide a way to collect and archive or trend (time, value) data pairs.

E. Each Gateway and any devices that the Gateway represents which have time-of-day information 
shall respond to workstation requests to synchronize the date and time. Each Gateway and any 
devices that the Gateway represents shall support dynamic device binding and dynamic object 
binding.

F. All points in the system shall be made network visible through the use of standard BACnet 
objects or through proprietary BACnet extensions that the workstation also supports. All points 
shall be writable using standard BACnet services.

G. All devices have a Device Object instance number that is unique throughout the entire inter-
network. All BACnet devices shall be configured with a Device Object instance number that is 
based on the format specified (shown in decimal notation). This includes all physical devices as 
well as any logical BACnet devices that are physically represented by Gateways.

H. All BACnet Interoperability Building Blocks (BIBBs) are required to be supported for each 
native BACnet device or Gateway. The Gateway shall support all BIBBs defined in the BACnet 
Gateway's device profile as defined in the BACnet standard.

2.3 CONTROLLER LOCAL AREA NETWORK INTERFACE DEVICES (LANID)

A. The LANID shall be a microprocessor-based communications device which acts as a 
gateway/router between the Primary Controlling LAN and the Secondary Controlling LAN. It 
provides an operator interface. These may be provided within a BC or as a separate device.
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B. The LANID shall perform information translation between the Primary Controlling LAN and 
the Secondary Controlling LAN, supervise communications on a polling Secondary Controlling 
LAN, and be applicable to systems in which the same functionality is not provided in the BC. In 
systems where the LANID is a separate device, it shall contain its own microprocessor, RAM, 
battery, real-time clock, communication ports, and power supply as specified for a BC in 
Section 23 09 53 Each LANID shall be mounted in a lockable enclosure.

C. Each LANID shall support interrogation, full control, and all utilities associated with all BCs on 
the Primary Controlling LAN, all AACs and ASCs connected to all Secondary Controlling 
LANs under the Primary Controlling LAN, and all points connected to those PCUs and SCUs.

D. Upon loss of power to a LANID, the battery shall provide for minimum 100-hour backup of all 
programs and data in RAM. The battery shall be sealed and self-charging.

E. The LANID shall be transparent to control functions and shall not be required to control 
information routing on the Primary Controlling LANControlling LANControlling 
LANControlling LANControlling LAN

F. All BACnet Interoperability Building Blocks (BIBBs) are required to be supported for each 
native BACnet device or Gateway. The Gateway shall support all BIBBs defined in the BACnet 
Gateway's device profile as defined in the BACnet standard.

2.4 LOCAL SUPERVISORY LAND GATEWAYS/ROUTERS

A. The gateway/router shall be a microprocessor-based communications device that acts as a 
gateway/router between the Supervisory LAN CSSs or OWS and the Controlling LAN.

B. The gateway/router shall perform information translation between the Controlling LAN and the 
Local Supervisory LAN, and shall use BACnet over IP. When BACnet is used, refer to the 
requirements of the BACnet Gateways specified herein.

C. The gateway/router shall contain its own microprocessor, RAM, battery, real-time clock, 
communication ports, and power supply as specified for a BC in Section 23 09 53 Each 
gateway/router shall be mounted in a lockable enclosure.

D. The gateway/router shall allow centralized overall system supervision, operator interface, 
management report generation, alarm annunciation, acquisition of trend data, and 
communication with control units. It shall allow system operators to perform the following 
functions from the CSS, and OWSs:

1. Configure systems.
2. Monitor and supervise control of all points.
3. Change control setpoints.
4. Override input values.
5. Override output values
6. Enter programmed start/stop time schedules.
7. View and acknowledge alarms and messages.
8. Receive, store and display trend logs and management reports.
9. Upload/Download programs, databases, etc. as specified.
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E. Upon loss of power to the gateway/router, the battery shall provide for minimum 100 hour 
backup of all programs and data in RAM. The battery shall be sealed and self-charging.

F. The gateway/router shall be transparent to control functions and shall not be required to control 
information routing on the Controlling LAN

PART 3 - EXECUTION

3.1 INSPECTION:

A. Examine areas and conditions under which control systems are to be installed. Do not proceed 
with work until unsatisfactory conditions have been corrected in manner acceptable to Installer.

3.2 INSTALLATION OF CONTROL SYSTEMS:

A. General: Install systems and materials in accordance with manufacturer's instructions, roughing-
in drawings and details shown on drawings.

B. Contractor shall provide all interface devices and software to provide an integrated system.

C. Contractor shall closely coordinate with the State, or designated representative, to establish IP 
addresses and communications to assure proper operation of the building control system on the 
State (DE) network.

END OF SECTION 23 09 54
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